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Accelerate’s Enterprise
Security Standard

At Accelerate, we take security seriously. When determining
what security mechanisms to use, we turned to Microsoft.

“Businesses and users are going to embrace
technology only if they can trust it.”

Satya Nadella - Microsoft CEO
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Microsoft MFA Authentication Assurance
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The Accelerate Platform integrates with your own cloud native Microsoft Active
Directory authentication settings -> Meaning your multi-factor authentication

(MFA) settings are active within Accelerate as well. All access requests are handled Built on Microsoft Azure
through Microsoft using your Microsoft login and Multi-factor device.
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Complete Authorization Coverage

] ]
Authentication Authorization
"The user Sam, identified by "The user Sam can perform a READ
sam@myco.com and a password, is operation on the Users resource but
who they say they are" | only see these fields"

1) Has no token: must authenticate and receive token for future requests

2) Has token: must provide token and request access to a resource (i.e. GET /users)
Auth G ° °
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Accelerate requires authorization after completing authentication (user, bot,
or API call). All access requests require authorization at the method and field
level so that no user/actor can read, query, or access data, content, views,
reports, or dashboards that they don’t have permission to.

Built on Microsoft Azure

B8 Microsoft
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Azure |AAS Security
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Advanced data and infrastructure security is a unified package. It includes
functionality for discovering and classifying sensitive data, managing your
database vulnerabilities, and detecting anomalous activities. Utilizing Azure
Infrastructure As A Service (IAAS) brings Accelerate to enterprise.

Built on Microsoft Azure

B8 Microsoft
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Bring Your Own Cloud Configuration

On-premises network
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Accelerate believes that you shouldn’t be limited by your SAAS (Software As
A Service) provider when it comes to security or hosting environments, so we
allow you to bring and scale your own infrastructure to your individual
security needs - or, use our pre-configurations.
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Built on Microsoft Azure

B8 Microsoft
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Monitoring & Security Assurance

New resources added
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Accelerate proactively monitors all activity within the cloud. Ensuring
privacy, compliance, that systems function stably, and threats are
mitigated in real time. Built on Microsoft Azure

B8 Microsoft
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Secure Work Across Boundaries

e . Audit Trails

Accelerate knows that the future of work is ()
changing. Easily connect employees across

. o

geography providing better access to . . D Built on Microsoft Azure
different cost centers and increasing .

employee safety, securely auditing every HE

access request and creating a self- o ® u Microsoft

documenting, real-time audit trail.
©2020 Accelerate Technologies LLC
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Infrastructure & Platform Uptime SLA

99.95%* 99.91%*
Infrastructure Platform
Uptime Uptime

Service Level Agreement

99.91%* SLA

Service Level Agreement

LEARN

Accelerate knows that your business needs to keep running at the
highest available uptimes. Microsoft SLA guarantee paired with an

Accelerate Platform uptime guarantee = A secure industry high. Built on Microsoft Azure
*Pending selected environment configuration

B8 Microsoft
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1-337-447-2079

support@accelerate.app

www.accelerate.app

linkedin.com/company/accelerate-app

twitter.com/accelerate _app



